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Programming IceSSL in .NET

This page describes the .NET API for the IceSSL plug-in.

On this page:

The IceSSL Plugin Interface in C#

Obtaining SSL Connection Information in C#
Installing a Certificate Verifier in C#
Converting Certificates in C#

The IceSSL Plugin Interface in C#

Applications can interact directly with the lceSSL plug-in using the native C# interface | ceSSL. Pl ugi n. A reference to a Pl ugi n object must be
obtained from the communicator in which the plug-in is installed:

C#

I ce. Communi cator comm = //

I ce. Pl ugi nManager pl ugi nMgr = conmm get Pl ugi nManager () ;
Ice.Plugin plugin = plugi nMyr. get Pl ugi n("1ceSSL");

I ceSSL. Plugin sslPlugin = (lceSSL. Pl ugi n) pl ugi n;

The Pl ugi n interface supports the following methods:

C#

nanespace | ceSSL

{
usi ng System Security. Cryptography. X509Certificates;
abstract public class Plugin : lce.Plugin
{
abstract public void
setCertificates(X509Certificate2Collection certs);
abstract public void
setCertificateVerifier(CertificateVerifier verifier);
abstract public CertificateVerifier
getCertificateVerifier();
abstract public void
set Passwor dCal | back( Passwor dCal | back cal | back) ;
abstract public PasswordCal | back
get Passwor dCal | back();
}
}

The methods are summarized below:

® setCertificates
This method is for advanced use cases and rarely used in practice.

® setCertificateVerifier
getCertificateVerifier
These methods install and retrieve a custom certificate verifier object that the plug-in invokes for each new connection. get Certi fi cat eVe
rifier returns nullif a verifier has not been set.

® set PasswordCal | back
get Passwor dCal | back
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These methods install and retrieve a password callback object that supplies IceSSL with passwords. get Passwor dCal | back returns null if
a callback has not been set. Using set Passwor dCal | back is a more secure alternative to setting passwords in clear-text configuration
files.

Obtaining SSL Connection Information in C#

You can obtain information about any SSL connection using the get | nf o operation on a Connect i on object. It returns an | ceSSL.
Nat i veConnect i onl nf o class instance that derives from the Slice class | ceSSL: : Connect i onl nf 0. The Slice base class is defined as follows:

Slice

nmodul e Ice {
I ocal class Connectionlnfo {
bool inconi ng;
string adapt er Nane;

3

local class |IPConnectionlnfo extends Connectionlnfo {
string | ocal Address;
int |ocal Port;
string renot eAddress;
int renotePort;
I
s

nmodul e I ceSSL {
I ocal class Connectionlnfo extends |ce::|PConnectionlinfo {
string cipher;
Ice::StringSeq certs;
}
b

In turn, the C# class Nat i veConnect i onl nf o is defined as follows.

C#

public sealed class NativeConnectionlnfo : Connectionlnfo

{
}

public System Security. Cryptography. X509Certificates. X509Certificate2[] nativeCerts;

Installing a Certificate Verifier in C#

A new connection undergoes a series of verification steps before an application is allowed to use it. The low-level SSL engine executes certificate
validation procedures and, assuming the certificate chain is successfully validated, IceSSL performs additional verification as directed by its
configuration properties. Finally, if a certificate verifier is installed, IceSSL invokes it to provide the application with an opportunity to decide whether
to allow the connection to proceed.

The CertificateVerifier interface has only one method:

C#

namespace | ceSSL

{
public interface CertificateVerifier
{
bool verify(NativeConnectionlnfo info);
}
}
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IceSSL rejects the connection if veri f y returns f al se, and allows it to proceed if the method returns t r ue. The veri f y method receives a Nat i ve
Connect i onl nf o object that describes the connection's attributes.

The nat i veCert s member of Nat i veConnect i onl nf o is an array of certificates representing the peer's certificate chain. The array is structured
so that the first element is the peer's certificate, followed by its signing certificates in the order they appear in the chain, with the root CA certificate as
the last element. This member is null if the peer did not present a certificate chain.

The ci pher member is a description of the ciphersuite that SSL negotiated for this connection. The local and remote address information is provided
in | ocal Addr ess and r enpt eAddr , respectively. The i nconmi ng member indicates whether the connection is inbound (a server connection) or
outbound (a client connection). Finally, if i ncom ng is true, the adapt er Nane member supplies the name of the object adapter that hosts the
endpoint.

The following class is a simple implementation of a certificate verifier:

C#

using System Security. Cryptography. X509Certificates;

class Verifier : lceSSL.CertificateVerifier

{
public bool ean
verify(lceSSL. NativeConnectionlnfo info)

{
if (info.nativeCerts != null)
{
X500Di sti ngui shedNane dn = info.nativeCerts[O0].!|ssuerNane;
if (dn.Nane. ToLower (). Contai ns("zeroc"))
{
return true;
}
}
return false;
}

In this example, the verifier rejects the connection unless the string zer oc is present in the issuer's distinguished name of the peer's certificate. In a
more realistic implementation, the application is likely to perform detailed inspection of the certificate chain.

Installing the verifier is a simple matter of calling set Certi fi cateVeri fi er on the plug-in interface:

C#

I ceSSL. Plugin sslPlugin = //
ssl Plugin.setCertificateVerifier(new Verifier());

You should install the verifier before any SSL connections are established. An alternate way of installing the verifier is to define the | ceSSL.
Cert Veri fier property with the class name of your verifier implementation. IceSSL instantiates the class using its default constructor.

You can also install a certificate verifier using a custom plug-in to avoid making changes to the code of an existing application.

@ The Ice run time calls the ver i f y method during the connection-establishment process, therefore delays in the veri fy implementation
have a direct impact on the performance of the application. Do not make remote invocations from your implementation of veri fy.

Converting Certificates in C#

IceSSL offers the following convenience method to create a certificate object from a PEM-encoded string:
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C#

namespace | ceSSL

{
using System Security. Cryptography. X509Certificates;
public sealed class Uil
{
/1
public static X509Certificate2
createCertificate(string certPEM;
}
}

Given a string in the PEM format, cr eat eCerti fi cat e returns the equivalent X509Cer ti f i cat e2 object.

See Also

Using Connections
Public Key Infrastructure
Configuring lceSSL
Advanced IceSSL Topics
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