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Priority Inversion in C++

In real-time systems, if you have threads with different priorities, it is possible to encounter a priority inversion. A priority inversion occurs when a low-
priority thread prevents a higher-priority thread from running. This situation arises when a low-priority thread acquires a mutex and is pre-empted by
one or more medium-priority threads that do not relinquish the CPU. If a high-priority thread then attempts to acquire the mutex locked by the low-
priority thread, it will wait (potentially forever) for the medium-priority threads to complete.

One way to deal with this problem is to use a priority inheritance protocol. If a low-priority thread holds a mutex and a high-priority thread attempts to
acquire the mutex, the priority of the thread holding the mutex is temporarily raised to the level of the thread waiting for the mutex. This allows the low-
priority thread to keep running until it releases the mutex; as soon as it does, its priority is reduced back to its previous level and the high-priority
thread acquires the mutex.

Ice supports the priority inheritance protocol on many POSIX platforms. (Windows does not provide such a protocol.)

For POSIX platforms that support the priority inheritance protocol, mutexes by default do not use it. You can use the get Def aul t Mut exPr ot ocol
function to retrieve the current default for your platform:

C++

nanmespace lceUtil {
enum Mut exProt ocol { Priolnherit, PrioNone };

Mut exPr ot ocol get Def aul t Mut exPr ot ocol () ;

On Posix systems that do not support priority inheritance and on Windows, this function always returns Pri oNone.

The return value of get Def aul t Mut exPr ot ocol determines whether a default-constructed Mut ex or RecMut ex uses priority inheritance. By
default, this function returns Pri oNone. You can override this default by explicitly specifying a different protocol when you construct a Mut ex or RecM
ut ex. On Windows, if you specify Pri ol nher it when you construct a mutex, the setting is ignored and the mutex is constructed as if you had
specified Pri oNone.

To change the value returned by get Def aul t Mut exPr ot ocol , you can edit | celUt i | / Confi g. h and modify the value of the preprocessor macro
| CE_DEFAULT_MJTEX_PROTOCOL (or set the macro's value as a compiler option), and then rebuild the | ceUt i | library.

See Also

® The C++ Mutex Class
® The C++ RecMutex Class

Copyright © 2017, ZeroC, Inc.


https://doc.zeroc.com/pages/viewpage.action?pageId=5048234
https://doc.zeroc.com/pages/viewpage.action?pageId=5048233
https://doc.zeroc.com/pages/viewpage.action?pageId=5048233
https://doc.zeroc.com/pages/viewpage.action?pageId=5048234
https://doc.zeroc.com/pages/viewpage.action?pageId=5048233

	Priority Inversion in C++

